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ABSTRACT

The Internet of Things (IoT), combined with various technologies, is rapidly becoming an integral part of our daily life.
While it is rapidly taking root in society, security considerations are relatively insufficient, making it a major target for
cyber attacks. Since all devices in the IoT environment are connected to the Internet and are closely used in daily life, the
damage caused by cyber attacks is also serious. Therefore, encryption communication using a network security protocol must
be considered for a service in a more secure IoT environment. A representative network security protocol includes TLS
(Transport Layer Protocol) defined by the IETF. This paper analyzes the performance measurement results for TLS version
12 and version 1.3 in an IoT device open platform environment to predict the load of TLS, a representative network
security protocol, in IoT devices with limited resource characteristics. In addition, by analyzing the performance of each
major cryptographic algorithm in version 1.3, we intend to present a standard for setting appropriate network security
protocol properties according to IoT device specifications.
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Table 1. Key examples of loT cyber attacks(7)

year examples

2015.12 Unlock the door after hacking the apartment door lock
2016.02 Dissemination of unspecified number of CCTV images
2017.02 Smart toy hacking

2017.11 1,600 IP cameras hacked

2018.06 Baby monitor hacking

2018.11 Pet camera hacking

2019.01 Digital door lock vulnerability discovery

2021.11 Apartment wallpad hacking video Dark Web spreads
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TLS Renegotiation attacke TLS W# 1.2

olale] AP 4L o] 87 TAIEH10). MITM
Aoz BAAE TLS A4 F4elA cipher
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& 4 9l}
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Table 2. Summary of attacks on TLS

attack

explanation

TLS Renegotiation Attack(10)

MITM attack that utilizes weak encryption vulnerabilities in the
TLS renegotiation process

FREAK Attack(11,12]

Downgrade to RSA using weak key length and MITM attack by
exploiting the vulnerability that occurs in the ssl3_get_key exchange
function of OpenSSL s3_cInt.c

Logjam Attack(13,14)

Downgrade the TLS connection usage key to a b512-bit export
by taking advantage of the temporary
Diffie-Hellman key exchange process vulnerability

encryption key

DROWN Attack(15]

View encrypted communications using vulnerabilities in
SSLv2 or SSLv3

BEAST Attack(16)

Using vulnerabilities in SSLv3 or TLS 1.0 to neutralize
block-based encryption algorithms

CRIME Attack(17,18)

Stealing cookies by recovering encrypted HTTP packets
using the vulnerability of DEFLATE, the compression
algorithm of HTTP

Using the
BREACH Attack(19]

vulnerability of the compression algorithm
DEFLATE and the fact that the CSRF token is delivered as
compressed content in the HTTP response

Padding Oracle Attack(20)

Using the vulnerability of the decryption method of CBC
mode, which is one of the block type encryption

POODLE Attack(21,22)
versions

SSL/TLS version by wusing the encryption
communication vulnerability that occurs in TLS 1.2 or lower

Downgrade the

RC4 Attack on TLS(23,24,25]

Using the vulnerability of the RC4 algorithm itself when using the
RC4 encryption algorithm in TLS 1.1 or earlier

ALPACA Attack(26)

TLS connection with other services with the same domain in
possible by using a certificate vulnerability that the TLS protocol
only verifies the address of the server to connect to and does not
verify the target service
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V. TLS HAE 53
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WA tgst duelFe) A A 2 SE Al
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Table 3. Major Difference between TLS 1.2
and TLS 1.3

TLS 1.2 TLS 1.3
key Static RSA, | ECDHE(base),
exchange DHE, DH EdDSA
handshake 2-RTT 1-RTT, 0-RTT
symmetric AEAD, CBC,
encryption RC4, 3DES AEAD
cipher suite
(authentica merged separate
tion & key & P
exchange)
elliptic ECDSA(P-25 | EADSA(Ed2551
curve algo 6,P-384) 9,E£d448)
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A Static RSA®} Diffie-Hellman® A7 s =&
37071 714k key exchange ®1#AUES forward
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TeEow ke AAACH28.29.30). R,
cipher suite?] 4} WHE 7|29 AF¥ 7] &
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Fig. 12 TLS w4 1.2¢9F w4 1.39 TLS
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TLS #A 1.29] Handshake+ Change Cipher
Specs E&3] 2-RTT(Round Trip Time)sl b
W 1.394& extensions %3 Change Cipher
Spec #& WAA] 2FE Fo] 1-RTTE @53

Client Server Client Server

ClientHello ClientHello
ServerHello,
EncryptedExtension,
ServerHello, Certificate, Certificate, CertificateVerify,
ServerHelloDone Finished
ClientKeyExchange,
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— - enciypted message

<TLS 1.2> <TLS 1.3>

Fig. 1. Message flow for a full TLS Handshake
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Fig. 2. TLS communication environment
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Table 4. Technical specification of devices

Device R RAM 0S

Debian
Raspberry | quad-core

pi 4 Cortex-A GNU/Llnu?q
4GB 11 (kernel:

model B 72, .

e 2 hoatt 5.15.32-v8+)

5.1 TLS 1.22} TLS 1.39] &5 Hlu &4

TLS M4 1.39 Handshake |z &% A&
LN R R 1 o B L - S L S R
Handshake I & Adsle] H A4 92 =
o} #FHAAE &A3H9et. Handshake? Round
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Bt Ae] E25 FA] flste] FEheldEd A
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Zo} 3FEAE A Aol

AA o [oT 3464 TLS WA 1.3 WA
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Table 5. Time performance of TLS 1.2 and TLS
1.3

TLS 1.3
TLS 1.2 TLS 1.3 | (ot o)

Ave 9.649 6.895 4.463

(ms)

Std 1.764 1.258 0.994
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ag]lZe] 0.035ms® 7P wglon TLS_AES
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Table 6. performance of cipher suites in Raspberry pi 4

e | Samen | oru o0 | e o0
TLS_AES_128_GCM_SHA256 0.040/0.019 0.345/0.109 21.04 6.73
TLS_AES_256_GCM_SHA384 0.041/0.019 0.357/0.173 21.54 6.68

TLS_CHACHA20_POLY1305_SHA256 0.037/0.013 0.344/0.082 20.83 6.69
TLS_AES_128_CCM_SHA256 0.037/0.013 0.350/0.082 20.25 6.68
TLS_AES_128_CCM_8_SHA256 0.035/0.011 0.358/0.077 20.23 6.69
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